KOHOUINYPALINJA HA
EDGE GATEWAY

MpupayHuK 3a KoHdUrypaumja Ha ypeaoT Edge Gateways, 3340/1KeH 33 pyTUPaH€e 1M NepruMeTapcka 3aliTnTa
BO BalmoT BUpTyesieH AaTta LueHTap.
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3a neoCloud

neoCloud e 6peHpg oa noprtdonmoto Ha npodecnoHanHn UKT ycnyrm Ha Heokom Bo copaboTka co
TeNIeKOMYHMKALMCKMOT onepaTtop Heoten.

neoCloud e npBaTa MakefoHcka “cloud computing” nnatpopma 6a3mpaHa Ha BUpTyenmsaumja og VMware
CO KOMIMJIeTHa aBTOMaTM3aLmja n ynpaByBakbe o nponssoantennte VMware n HP.

Llenta Ha neoCloud e Ja 0BO3MOXM KOMMJIETHA YC/1yra BO AesioT Ha MKT Ha cMTe NoTeHUMjaIHN KINEHTH,
6e3 pa3siMka Ha HMBHATA roJIEMUHA N 6€3 MHBECTMUMCKM TPOLLIOUM HA MPUHLMMNOT HA MECEeYHO WM3HajMyBaHe
pecypcy n ycayrn. Co KOpUCTeHE Ha HALLINTE YC/IYrn, OBO3MOXYBAMe NOros1eMa armjHOCT Ha KJIMEHTUTE N HUBEH
¢$OoKyc BO NpMMapHaTa [1ejHOCT HAa HUBHMOT BU3HUC

neoCloud e 3aWwTUTEHa TProBcka Mapka BO CONcTBeHOCT Ha Heokom A Ll. Ckonje.
33 Heokom

Heokom ALl e nunaep Ha MakedoHCKnoT WMKT nasap BO norned Ha BUPTYENM3aUMCKN peLleHu)q,
aBTOMaTM3alLuja U ynpaByBake Ha bU3HKUC NpouecnTe. Bo nornep Ha “cloud computing” TexHonorujata, Heokom
€ eINHCTBEHNOT cepTuduLMpaH npoBajaep cnopes VSPP nporpamarta oA cTpaHa Ha VMware Ha TepuTopujaTta Ha
P. MakepoHuja. NMocBeTEHOCTA KOH BMCOKO TEXHOJIOLWKM peLleHrja U CTPYYHATa eKCnepTM3a e NoTBpAEHa o4
CTpaHa Ha HP co HajBMcokaTa napTHepcka TuTyaa HP Platinum Partner.

3a Heoten

Heoten OO e TeneKOMyHMKAUMCKM onepaTtop ocHoBaH BO 2004 rogvMHa CO MakKegoOHCKM KanwuTtan
obe3beneH of cTpaHa Ha HeokoMm. Ha ma3apoT HyAu WMPOK CneKTap Ha ycayrv o 06,1acta Ha WMpoKonojaceH
NHTEepHeT npucrtan, TesiedoHNnja, M3HAJMEHM IMHUKN, XOCTUPaHE M KOJIOKaLMja Ha onpeMa. 3anoyYHyBa CO HyleHe
Ha YyCIyrm Ha BU3HMUC-KOPUCHULM CO KanauuTeT He MOoroJieM of HeKosiky Merabutn Bo cekyHaa (Mbps), aeHec
HEOTEJ1 e KOMNaHWja Koja HyAW ycayrn Ha GU3HMC N AOMALLHM KOPUCHMUM npeky WiIMAX 6e3>KM4yHa TexHoJ1oruja
N COMCTBEHA ONTMYKa MpeXa co rurabuteH (Gbps) kanauuTer.
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Edge Gateway

3a KoHdurypaumja Ha BawmnoT Edge Gateway ypen Koj cnyxu 3a pyTvpakbe (router) m nepumeTapcka
6e36egHocT (firewall), HeonxoaHo e aa 6upeTe nounpanu Bo npernegot Administration. Og MeHUTO of, /ieBaTa
cTpaHa oabeperte Cloud Resources = Virtual Datacenter (Cauka 1).

< » Orion Company orion.admin  (Organization Administrator) | Preferences | Help v | Logout

‘ m Home {Q My Cloud ‘ [j Catalogs \%Aﬁminisﬁaﬁon J

Administration | €8 virtual Datacenters

w Cloud Resources #V :‘Manage o ‘ IAII = c °
#; Virtual Datacenters 4u

w Members
& Users
& Groups
o Lost & Found

Name 1a Status Enabl Allocstion Model vApps m

&h Orion Basic 01 (V] v Pay-As-You-Go 88 1

w Settings
& General

& Email

& Policies

& Guest Personalization
@’ Federation

& Metadata

Cnuka 1

Bo HOBMOT npurKas ogbepeTe ro BUPTYESIHMOT AaTa LieHTap 3a KOoj LUTO cakaTe Aa ro KoHourypmupaTe Edge
Gateway ypefoT; CO NPUTUCHYBaHE Ha ABOEH KJIMK HA MMETO Ha BUPTYESIHMOT JaTa LeHTap, Ke rn gobnerte cute
napamMeTpu M NOCTaBKW 3a oApefeHMOoT AaTa ueHTap. O MEHUTO KOe e MO3ULMOHMPAHO BO FOPHWMOT Aes Ha
TabenaTa, onbepete Edge Gateways (Cruka 2).

< » Orion Company orion.admin  (Organization Administrator) | Preferences | Help v | Logout

‘ G} Home \QMy Cloud ‘ Catalogs | &%; Administration J

Administration ‘ 3 Orion Basic 01

v Cloud Resources vApps vApp Templates Media & Other  Storage Policies I Edge Gateways I Org VDC Networks

w i Virtual Datacenters
Recent fems & Al [~ ce
#; Orion Basic 01 Name 1A/ Status Multi-Interface Mode # Used NICs # External Networks # Organization VDC Networks HA. m

v Members @ OrionFw o v 2 a1 1 Disabled
& Users
& Groups
& Lost & Found

w Settings
& General
& Email
& Palicies
@' Guest Personalization
@ Federation
& Metadata

Cnuka 2

Bo HOBMOT NpuKas ce npukaxaHu cnte Edge ypean koun ce acoumpaHun co oBoj BUPTyeneH AaTta LeHTap. Co
[JeCeH KJIMK Ha UMeTO Ha ypeaoT ce MNojaByBaaT NoBeKe onuun Kajle Ke MoXeTe Aa ro MeHyBaTe nmeTo Ha Edge
ypenoT, Koja IP aapeca ja noceayBa uan Aa KoHdpUrypupate HeKoj of, AonoSiHuTeNnHuTe cepsmcn: DHCP, NAT,
Firewall, Static Routing, VPN u Load Balancer (Cruka 3).
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« » Orion Company

[ &WHameii Ehlyaoﬁrl [ Catalogs Mministraﬁon

Administration

w Cloud Resources

‘ w (g Virtual Datacenters

Recent ftems

v Members

& Users

&8 Groups

i Lost & Found
w Settings

&' General

& Email

&' Policies

@' Guest Personalization

&' Federation
&' Wetadata

‘ @ Orion Basic 01

vApps vApp Templates

orion.admin (Organization Administrator) | Preferences | Help ~ | Logout

Media & Other ~ Storage Policies | Edge Gateways | Org VDC Networks

Giv
Name

@ OrionFW

1a Status Multi-Interface Mode # Used NICs # External Networks # Organization VDC Networks HA.

]
Actions: OrionFW
Edge Gateway Services.
External IP Allocations
Re-Apply Service Configuration.
Re-Deploy...
Synchronize Syslog Server Settings

All > ‘

N 4x1 S Disabled

Properties...

Cnnka 3

Bo Properties Moxe fa rv nperneaate HEKOW o OCHOBUTe napaMeTpu 33 onbpaHuoT Edge. Bo penot
General moxe [a r'v MeHyBaTe OCHOBHMTE NapaMeTpu, Kako Ha NPUMeEp MMETO Ha CamunoT ypedoT. Bo cneaHmoT
Npo30p e NpuKaxkaHa aogeneHara IP agpeca 3a cammnoT ypes o4 CTpaHa Ha onepaTopoT. Bo Sub-Allocate IP Pools
€ apeCcHNOT NPOCTOP AOCTaneH 3a AOMNOJHUTENHN cepBUcK HA Edge ypepoT (Cruka 4). Configure Rate Limits, rn
coap>xu NoTpebHMTe NapameTpuTe 33 6p3nHAa Ha IMHKOT. Bo 3aBMCHOCT 04, NAaKeTOT KOj ro noceaysate, 6p3nHuTe
Ha JIMHKOT Bap1paar.

Edge Gateway Properties: OrionF\W

@ | @

General

Configure IP Settings | Sub-Allocate IP Pools

External Networks

<! Site laaS Public 01

Configure Rate Limits  Syslog Server Settings

Select an External Network and an IP pool:

1a IP Pool

Sub-Allocate this selected pool into other static IP pools:

Total: 1

95.180.140.8 - 95.180.140.8

External Networks

<= SiteA laaS Public 01

Add

Sub-allocated IPs for each externally connected interface:

95.180.140.6 - 95.180.140.125

1a Sub-Allocated IP Pool

95.180.140.8 - 95.180.140.8

[ OK ” Cancel

Cnuka 4
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Services

OTKaKo Ke ro 3aTBopuTE NPETXOAHMOT NPO30P, MOBTOPHO CO AeCeH KMNK HAa UMETO Ha ypeaoT oabupame of
MeHnTo Edge Gateway Services (Ciuka 3). Bo HOBMOT MpPO30p, Ce NMPUKAXKAHM CUTE LOMOJIHUTENIHN CePBUCK
NnoBp3aHu Co ypenoT Kon MmoxeTe aa rv KoHdurypupare. Mps. e genot 3a DHCP (Cauka 5).

DHCP

Configure Services: OrionFW (@) \ X

| DHCP ‘INAT Firewall Static Routing VPN Load Balancer

Dynamic Host Configuration Protocol (DHCP) automates IP address assignment to virtual machines connected to organization VDC networks. You can configure
and manage IP address ranges and lease parameters for each of the organization VDC networks connected to this edge gateway.

(] Enable DHCP
Applied On IP Range Default Lease Max Lesse Enabled

Orion LAN 192.168.0.200-192.168.0.250 3600 7200 v

Cancel

Cnuka 5

Ha konuyeTo Add moxeTe Aa AoJafeTe HOB agpeceH NpocTop 3a noTpebuTte Ha DHCP. [lokosKy nocTojaT
noseke LAN Mpexu BO BalLMOT BUPTYeIeH aTa LieHTap, o4 MeHnTo Applied on moxeTe ga oabepeTe 3a KOj TOYHO
LAN Kke coopBeTcTByBa oapeneHnotr DHCP agpeceH npoctop. Bo noneto 3a /P range, noTpebHo e Aa ro BHeceTe
OnceroT, NoYeTHa W KpajHa aZipeca, Koja Ke ce KOpWCTUY 33 aBTOMATCKO [10/le/lyBatbe Ha aapecu. CTo Taka moxeTe
13 O MeHyBaTe 1 BpeMeTpaereTo Ha AodeneHuTe IP aapecu (Cauka 6).

Add DHCP Pool @ | x

DHCP automatically provides IP addresses to VMs.
¥ Enable pool

Applied on: |orion LN |~ |

IP range: 192168.0.200-192.168.0.250| &

Default lease time: 3600 = Seconds

Max lease time: 7200 B: | seconds

OK H Cancel

Cnuka 6
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NAT

Bo cniegHuoT npersieg Moxete Aa KoHourypupate NAT (Cruka 7). MoxeTe aa oabepeTe nomery ABaTta
Tna SNAT (Source NAT) nunn DNAT (Destination NAT). Bo npvpaYyHMKOT AajieH e NpMMep M 3a BaTa Tuna.

Configure Services: OrionF\W @ | (x)

DHCP |\ NAT \l Firewall ~StaticRouting VPN Load Balancer
Network Address Translation (NAT) modifies the source/destination IP addresses of packets arriving to and leaving from this Edge Gateway.
Source NAT (SNAT) translates the source address of a packet before leaving this gateway, whereas Destination NAT(DNAT) translates the destination IP
address/port of a packet received by this gateway.

Applied On Type Original IP Original Port Translated IP Translated Port Protocol Ensbled

SiteAlaaS Pu SNAT 192.168.0.0/24 any 95.180.140.8 any ANY v

[ Add SNAT... | [ AddDNAT... |
i | [ Cancel
Cnunka 7

Co knnk Ha Add SNAT nan Add DNAT op, [ONTHMOT AeN Ha NPO30pOoT, Ce NPUKaXKyBaaT ABa HOBU PassIMyHn
Npo30opuu, Bo Kou Ke Tpeba Aa rv BHeceTe NoTpebHUTe NnapameTpu 3a KOHoUryprparbe Ha NAT npaBunaTa.

Add Destination NAT Rule @ | ®

r o

Edit Source NAT Rule A destination NAT rule changes the destination IP address and, optionally, port of
inbound packets. Use the Applied on control to specify a network on which to apply the

rule. Use the Original (External) IP/range control to specify a range of destination IP

@ | ™

A source NAT rule changes the source IP address of outbound packets.
Use the Applied on control to specify a network on which to apply the
rule. Use the Original (Internal} source IP/range control to specify a
range of source |P addresses from that network to which the rule
applies. Use the Translated (External) source IP/range control to specify
arange of IP addresses to which source addresses on outbound

addresses from that network to which the rule applies. Use the Translated (Internal)
IP/range control to specify a range of IP addresses to which destination addresses on
inbound packets will be translated. You can optionally constrain matching packets to a
specific port or ICMP packet type. For more information, see the Help.

R

Applied on:

packets will be translated. For more information, see the Help. Original (External) IP/range: 95.180.140.8 ®
Applied on: SiteA laaS Public 01 | v Profeal Tce -]
o Original port: 80 -
Original (Internal) source IP/range: 192.168.0.0/24 B
ICMP type: ANY v

Translated (External) source IP/range:  95.180.140.8 #

[ Enabled Translated (Internal) IP/range: | 192.168.0.10 *

Translated port: 80| j
| [ Cancel M Enabled
e
Cnuka 8
HEOKOM A/ Ckonje

Appeca: byn. Kyamax Jocudoscku Muty 6p.15, 1000 Ckonje, Penyb6avka MakegoHuja
Ten:+3892 5511222 | dakc: + 38925511299

Web: neocloud.mk | e-mail: support@neocloud.mk KOHOUTYPALMIA HA EDGE GATEWAY | 6


http://neocloud.mk/
mailto:support@neocloud.mk

'ﬁOCLOUd YOUR CLOUD

Ha Cnuka 8, Bo neBMOT Npo3op, e AaaeH npumep 3a Source NAT, npaBuo 3a NAT-nparbe Ha coobpakaj o
LAN TpaHC/MpaH Bo AojeneHaTa jaBHa IP agpeca. OTTyka Bo aenotT Applied on ro on6npame WAN umHTepdejcoT
(SiteA laas Public 01), kane BHaTpelUHNOT M3Bop (IP aapeca unav oncer) e onceroT Ha agpeck oA, NoCcToeykmoT LAN,
a 3a HagBopelleH n3sop (IP agpeca nav oncer) e NocTaBeHa AoAesieHaTa jaBHa IP agpeca. OTKaKo Ke ce NprMeH#n
NpaBmMI0TO, CO06PAaKaj KOH MHTEPHET € OBO3MOXKEH.

Ha Cruka 8, Bo necHMoOT Npo30p, e AafeH npuMep 3a Destination NAT, npaBunnio 3a NAT-uparbe Ha coobpakaj
o4 WAN TpaHc/iMpaH Ha oapesieHa npuBaTHa IP agpeca. Bo Applied on onbupame 3a Koja npuBaTHaTa mpexa (Orion
LAN) Ke ce ogHecyBa nNpaBuaoTo, Kafe BHaTpeLWHNOT n3Bop (IP agpeca nau orncer) e nocTaBeHa AoAe/1eHaTa jaBHa
IP agpeca. Bo genoT 3a NpoTOKOJ1 MOXeTe A3 oabepete o HekosikyTe Tmnosu: TCP, UDP, TCP & UDP, ICMP nnun
ANY. Bo nosneto 3a noprta nuuwyBaTe o4 Koja nopTa Tpeba ga buae TpaHcMpaH coobpakajoT. Kaj noneTo 3a
TpaHC/IMpaHa BHaTpelwHa IP agpeca nnu oncer oabupamMe nocrtoeyka npmeaTHa IP agpeca v TpaHC/IMpaHaTa nopTa.

Firewall

CnenHNOT CepBMC 0, MCTATa e nepuMeTapckaTa 3awTmuTa unm Firewall (Cruka 9). Bo oBoj Aen moxeTe aa
co3jaBaTe oApeeHu npasuia 3a cammort firewall. Mputoa Bo genot default action moxe ga onbepeTe LWITO Ke ce
CNlydyBa CO OCTAaHATMOT coobpakaj, Koj He e ondaTeH co NpaBMiaTa Kou CTe rM co3aane.

Configure Services: OrionFW ‘-3

DHCP NAT|| Firewall || Static Routing VPN Load Balancer

Rules can be added to the Firewall to allow or deny specific network traffic. The order of these rules can be changed by selecting one or more rules, dragging and
dropping them atthe desired location in the list. The order of any selected rules is preserved after dropping them into a different location within the list

[V Enable firewall

Default action (=) Deny () Allow Log

Applicable to traffic that does not match the rules in the list

Rule Id Name Source Destination Protoco Action Log Ensabled

1 Allow Internet internal:Any external:Any ANY Allow s v

1
=
2

Add... | Edit Delete

OK Cancel

Cnunka 9

Co K/IMK Ha Add moxeTe ga gopagete npaBwuia. Bo NpMMepoT e NMpuKaxkaHo MpaBWJIoO 3a MpuUcTan Ha
NHTepHeT o 6110 Koja BHaTpelHa IP agpeca KoH 6110 Koja HagBopeluHa IP agpeca. Bo aenot 3a Source Tpeba
na BHeceTe IP agpeca nam oncer, MoXeTe 3a BpeAHOCT Aa BHeceTe U “Internal”, “External” nnm “Any”. UcToTO Baxu
n 3a Destination. On meHnTO Protocol moxe Aa ce onbepe op HekosikyTe Tunosu: Any, TCP, UDP, TCP & UDP u
ICMP. MocneneH napameTap e A3/ 0Ba NpaBWJIo Aa ro oabunsa nnun nponyluta coobpakajoT (Cruka 10).
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™ Enabled

Name: | Allow Internet Y

Source: internal |
Valid values can be IP address,
CIDR, IP range, "any”,"internal”
and "external®.

Source port; ‘any B

Destination: ‘ external El
Valid values can be IP address,
CIDR, IP range, "any” "internal
and "external™.

Destination port: ‘ any B

Protocol: A

Action: (o) Allow () Deny

[C] Log network traffic for firewall rule

[ 0K ] [ Cancel ]

Cnnka 10

Static Routing

McTo Taka AOKOJIKY € NoTpebHO MoXeTe Aa HanpaBuTe N CTAaTMYKO pyTuparbe. Co KanK Ha Add op, OSTHNMOT
[eceH aroJ, ce 0TBapa HOB NPO30p Kaje NoTpebHu ce HeKoKyY napameTpu (Cruka 11).

Applied on:

Name:

Network:

Enter network address in CIDR format. For example: 192.168.2.0/24.

NextHopIP: | ®

Enter next hop router IP address. For example: 192.168.0.100.

Cnnka 11
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Mpexa 3a Koja Ke ce oAHecyBa CTaTUYKOTO pyTUPakbe, jaBHaTa WAW NpuMBATHaTa Mpexa, MMe, 3a Koja
BHaTpellHa Mpexa (A0KOJIKY MMa NoBeKe) Ke ce oIHeCYBa M KOH Kafe Ke Tpeba aa ce pytTMpa coobpakajoT (Next
Hop IP).

VPN

VPN onuwujaTta Bu e goctanHa Bo neoCloud BnpTyenHMOT AaTa LeHTap. Npea Aa goaanete HoB VPN, BaXHO
e 13 ja 0BO3MOXNTe 0Baa OMumMja Co e4HOCTABHO LUTUKIMpakbe Ha noneTo v Enable VPN (Cruka 12). Co KKK Ha
Add Kon4eTo ce oTBapa HOB NPO30p.

Configure Services: Neocom Advanced 01 @ x

DHCP MAT Firewall Static Routing | VPN | Load Balancer

IPSec VPN sernvice helps you create secure VPNs between gateways. Site-to-Site VPN can be configured between edge gateways in this organization, across
organizations and even to third party VPN gateways.

IIZ[ Enable VPN I
Configure Public IPs ...

Public IPs can be configured for each of the external networks, this is useful if you are using MAT in your environment.

anization

(]

o

Name ocal End Point Peer End Point Enabled Status Local Network Peer Network Peer

Neocom 95.180.140.27 0.0.0.0 v @ 192.168.20.1/24 192.168.10.0/24

Cancel

Cnunka 12

MoTpebHO e Aa rm BHeceTe c/legHUTe napameTpuTe 3a Site-to-Site VPN. Bo npBoTO 1 BTOPOTO noJie ce
BHecyBaTe MHpopMaunn, nme u onuc 3a HoemoT VPN. Establish VPN to e none Bo koe Tpeba fa ogbepeTe KakoB
VPN Ke Tpeba aa ce noctasu. MocTojaT Tpyn onumm:

e a network in this organization, kage VPN noBp3yBareTo Ke buae nomery ABe pasjinMyHM MPEXK BO
cammnot vDC

e a network in another organization, ofHOCHO NoBp3yBake co Apyra mpexa Bo neoCloud (npumep apyr
naket u vDCQ).

e a remote network, Koja N HajuyecTo Ce KOPWUCTWU, MOBP3yBatbe Momery Mpexata Bo vDC u BawaTta
JIOKa/IHaTa Mpexa.

Bo HawwMoT NpMMep NpuUKa)KyBame Kako Aa HanpasuTe Site-to-Site VPN co HagBopeluHa Mpexa (Ciuka 13).
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Bo aenot 3a Local & Peer Networks rn BHecyBaTe noTpebHUTe napameTpu 3a ABeTe cTpaHu. OabupaTte
JlokanHa mpexa of BawwmoT vDC n Peer Networks, Mpe>ka co Koja cakaTe Aa ro HanpaBuTe noBp3yBameTo. Bo Local
IDja BHecyBaTe BallaTa jaBHa agpeca of, Edge Gateway, noaeka Bo Peer ID/IPja BHecyBaTe |IP agpecaTa Ha ypeaoT
o4 ApyraTta CTpaHa npeky Koj Ke ce oBo3mMoxu oBoj VPN. Bo AenoT 3a eHKpUMNLUCKN NPOTOKOJ MOXeTe Aa
oabupate nomery: AES, AES-256 1 3DES. Halua npenopaka e fia ro KopuctuTte npoTokonoT AES-256. Shared key e
KJIY4OT KOj Ce KOPWCTM NpW AoroBapakbe Ha ABaTa ypeaa 3a VPN. Co knuK Ha Show key ce npuKaxkyBa aBTOMATCKK
reHepMpaHMOT KJyY o4 CTpaHa Ha vDC.

Add a Site-to-Site VPH configuration Q | "
Mame: Mame &
Description:

[+ Enable this VPN configuration

Establish VPN to: ‘a remote network | - ‘

a netweork in thiz crganization

Local & Peer Netw ) o
a netwark in another organization

:
Local Networks:
Meocom Cloud LAN (192 168 20.0/24)

Peer Metworks: 192.188.10.0/24 &

VPN connection settings

Laocal Endpoint: SiteA laas Public 01 ‘ - ‘

Local ID: &
PeerID: &
PeerIP: &

Encryption protocol: | AES-256 -

T R R R T T e R T T
Shared Key:

ERTE R R AR R

[] Show key
MTL 1500 B

[ oK I[ Cancel ]

Cnunka 13
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OTKaKo 3aBpLUMBTE CO CUTE NMOTPebHM nMapaMeTpu 3a KoHdUrypaumja Ha Bawmnot VPN noTpebHo e aa ce
[04anaT 1 ABe npasuaa Bo AesnoT 3a Firewall. MpBoTo npasu/io e HaMeHeTo 3a NpoNyCT Ha coobpakaj oa Balarta

JIOKaLMja [0 BUPTYE/IHMOT [aTa LieHTap. BTopoTo npaBm/io e 3a coo6pakajoT HaMeHeT BO CMPOTUBHUOT Mnpasel,

Edit Firewall Rule

Edit Firewall Rule @
[/ Enablzd
Mame: neocom to cloud lan #
Source: 192.168.10.0/24 £
alid values can be IP address,
CIDR, IP range, "any” "internal
and "external”.
Source port: any -
Destination: 192.168.20.0/24 &

alid values can be IP address,
CIDR, IP range, "any” "internal
and "external”.

Destination port any -
Frotocal: ANY ﬂ
Action: (=) Allow (L Deny

O Log network traffic for firewall rule

Cancel

| & @|®|
[¥] Enabled
MName cloud to neocom lan #
Source: 192.168.20.0/24 £
Valid values can be IP address,
CIDR, IP range, "any” "internal
and "external”.
Source port: any -
Destination: 152.168.10.0/24 &

Valid values can be IP address,
CIDR, IP range, "any” "internal
and "external”.

Destination port: | any -
Protocaol: ANY 3
Action: (&) Allow (L) Deny

O Log network: traffic for firewall rule

Cancel

Firewall Rules
Load Balancer

Jokonky e notpebHo, nocneaeH cepsmc Bo Edge Gateways e 1 KoHdUrypuparse Ha Load Balancer (Ciuka
14). Load Balancer genot e coctaBeH of ABa oanenHu nperneau, Pool Servers w Virtual Servers. Bo npBuoT, v
nedbnHMpame cepBepu Kou ce YneHoBU Ha oapeaeHa load balance rpyna, a Bo BTopuoT npersies ro aepuHnpame
BUPTYENIHNOT cepBep Koj Ke buae 3aa0/keH 3a Taa rpyna. Co K1k Ha Add ce oTBapa HOB NpPo30p, Kaae Ha CaMnoT
no4YyeTok NOTpebHO e J1a BHeceTe nme.

Configure Services: OrionFW @ ‘ x)
DHCP NAT Firewall Static Routing VPNl' Load Balancer ‘l ‘
[ Pool Ser... | Virtual Servers
Pool is a construct used to manage and share the backend member instances more flexibly and efficiently. A pool manages its backend members, health-check
monitors and loadbalancer distribution method.
Service and health check
Name Description Membe: Status
Service Port Monitor Port Balancing Methoc  Interval (sec) Timeout (sec)
Orion LB Load Balance 2 (%] HTTPS 443 443 Round Robin | 5 15
[ A
|
| Cancel I
Cnnka 14

HEOKOM A/ Ckonje
Appeca: byn. Kyamax Jocudoscku Muty 6p.15, 1000 Ckonje, Penyb6avka MakegoHuja
Ten:+3892 5511222 | dakc: + 38925511299

Web: neocloud.mk | e-mail: support@neocloud.mk KOHOUTYPALIMIA HA EDGE GATEWAY | 11


http://neocloud.mk/
mailto:support@neocloud.mk

/r-]gOCLOUd YOUR CLOUD

Bo BTopuoT Yekop, Configure Services (Cnuka 15), Tpeba na onbepete napameTpu 3a camnoT load balancer,
[la OBO3MOXMTE TUM Ha CePBMUC, MeToA, Ha baslaHCMparse 1 Koja nopTa Ke ce KopucTu. Bo aenoT 3a oabuparse Ha
MeTo/ NocTojaT YeTnpun nsbopa: IP Hash, Round Robin, URI v Least Connected.

e |IP Hash e Tnn Ha anropuTtam, BO KOj C€ M3BpLUYBA MAaTEMATUYKO NpecMeTyBakbe Ha CeKkoj naket og IP
aJlpecaTa Ha M3BOPOT M Ha TOj HA4YMH Ce 04J/1y4yBa KOj 0 ABaTa y4eCcHUKA Ke b1ae NCKOPUCTEH.

e Round Robin npeTcTaByBa anropmtamM Kage npeHaco4yBarheTo Ha coobpaKkajoT ce o4/1yyyBa Mo NaT Ha
ofbvparbe Ha cnefHaTa AeCcTUHALMja o4 IMCTaTa Ha YJIEHOBW.

e URI (Uniform Resource Identifier) e HM3a o KapaKTepu KOM ce KOPWCTAT 3a J1a ce naeHTUdUKyBa MMeTo
Ha pecypcoT. BakBMOT TUN Ha uAeHTMdMKALMja OBO3MOXYBa MHTEpPaKLMja MPeKY Mpexa KOpUCTejKu
cneundmryHmn npotokoan. OBoj TMN Ha aNropmuTaMm e AocTaneH camo Kaj HTTP cepsucor.

o Least Connected anroputaMoT noceayBa eBMAEHUWjA HA aKTUBHN KOHEKLMWN 33 CEKOj 04 YIeHOBUTE U
MNCNpPaKa HOBA KOHEKLMja A0 CepBepoT CO HajMan 6poj HAa aKTUBHWN KOHEKLMMW.

Bo HawmoT npumep Bo Configure Service, e onb6paHa HTTPS cepBuc co Round Robin meTo Ha 6anaHcupatbe,
NpMTOa OCTaBeHa e CTaHAapAHaTa npoTa 443.

Add Load Balancer Member Pool @ x

Configure Service

Name & Description
Selectthe services supported by this pool.

Configure Service
Enable Service Bslancing Method

HTTP [Round Robin v] 30
. HTTPS | 1P Hash I 443
; TCP URI

Least Connected

Load balancing algorithms determine how traffic is distributed across pool members. Supported balancing algorithms are IP Hash, Round Robin, UR|

and Least Connected

Back Next Cancel

Cnnka 15

CnenHunot 4vekop, Configure Health-Check, Tpeba na ce BHecaT napaMeTpu 33 MOPTATa Ha Koja Ke ce
cnean/MoHUTOPMPA CEPBUCOT U pexuMoT (mode). OCTaHaTUTE NapaMeTpy BO HALUMOT NpMMeEp Ce OCTaBEeHMU
CTaHAapAHW. N360poT Ha pexnmoT Kaj HTTP cepsucoT e nomery HTTP u TCP, noneka kaj HTTPS e SSL n TCP.
Jokonky e aktueH HTTP cepBMCOT, BO AOJIHNOT A€/l Ha MPO30pPOT € NosieTo HaMmeHeTo 3a URI IMHKOT Koj Ke ce
KOPWUCTW 38 MOHUTOPUHT (Criuka 16).
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Add Load Balancer Member Pool @ | ®

Configure Health-Check
Name & Description
Define the default health check parameters for each sevice.

Configure Service

Service Port Meonitor Port Mode Interval {sec) Timeout (sec) Health Threshold Unhealth Thresheld
Configure Health-Check SE—
HTTP 80 HTTP - 15

5 2
Manage Members

w0
w

HTTPS 443 443 sSSL ~|s 15 2 3
Ready to Complete
TCP TCP 5 15 2 3

URI for HTTP semvice: |4

The URI that will be polled at regular intervals to check the health of HTTP service.

Back H Next ] n .Cancel'

Cnnka 16

CnenHNOT Yekop e aeduHMpare Ha cepBep YneHoBuTe o Kon Ke buae counHeta load balance rpynara
(Cnuka 17). TIOBTOPHO CO KJIMK HA Add flofaBaMe HOBM YneHoBW. JedurHupame IP agpeca, TeXXMHCKa BpeAHOCT 1
NMopTaTa Ha Koja Ke ce MOHUTOPMPA, BO HALLMOT ciy4daj HTTPS 443,

Add Load Balancer Member Pool @ | ®
Manage Members
Name & Description
Add back-end servers which will be part of this pool.
Configure Service
Service and health chedk
Conﬁgure Health-Check IP Address Ratio Weight i o e
Manage Members 192.168.0.21 1 HTTPS 443 443
Ready to Complete 192.168.0.22 1 HTTPS 443 443
» | Add. |
‘ Back ’ [ Next l | Finish I 1 Cancel
Cnuka 17
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Add Member @ |
IP Address: 192.168.0.21 0
Ratio weight: 1 7l

Specify how reguests will be proportionately routed to an instance
Setting ratio weight to 0 will disable the member.

Services & Monitoring:

Service Port Monitor Port
HTTP
HTTPS 443 443
TCP
[ OK ]| Cancel
Add Member

OTKako Ke rv goaagere ABaTa CepBepa, BO MOC/IeAHMOT YeKOop MMaTe KpaTokK Mperaen Ha cuTe napameTpu
n wTo ce e nedunHUpaHo 3a osoj load balancer (Cruka 18).

Add Load Balancer Member Pool @ ‘ (x

Ready to Complete

Name & Description
You are about to create a new load balancer pool. Review the settings and click on Finish to complete.

Configure Service

Name: Orion LoadBalance
Configure Health-Check
Manage Members Description:
Ready to Complete Senvices and Health check:
Enable Serice Port Monitor Port Balancing Method Interval (sec) Timeout (sec) Health Threshold | Unhealth Threshold
@ HTTP 80 Round Robin | 5 15 2 3
v | HTTPS | 443 443 Round Robin | 5 15 2 3
@ TCP Round Robin | 5 15 2 3

URIfor HTTP service:  /

Members:
Service and health check
IP Address Ratio Weight
Service Port Monitor Port
192.168.0.21 1 HTTPS 443 443
192.168.0.22 1 HTTPS 443 443
Back [ Finish || cancel

Cnnka 18

OTKaKo 3aBpLIMBTe €O AedUHMPaHbe HA YleHoBUTE KoM ja coumHyBaaT load balance rpynata, oa Load
Balancer genot ro oabupame Virtual Servers npernepnot (Ciuka 19). CnegHo e co3faBakbe Ha BUPTYEJieH cepBep
KOj Ke 6buzie oAroBopeH 3a npnMarse Ha coobpakajoT HameHeT 3a load balance rpynaTa. Kako n npeTxogHo, KnkK

Ha Add.
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Configure Services: OrionF\W @ | ®

DHCP NAT Firewall Static Routing VPN | Load Balancerl

( Pool Senvers | Virual Sewers |

Virtual server is a highly scalable and highly available server built on a cluster or real servers called members. The architecture of server cluster is fully
transparent to tenants, and the tenants interact with the cluster system as if it were only a single high-performance virtual server.
Services

Name IP Address Desciption Pool Logging Enabled
Name Port Persistence

Orion LB Virtual 192.168.0.10 Orion LB HTTPS 443 Session Id = v

B [ roo. | Eor. | [ Detete |

Cnunka 19

MuiuyBaTe MMe 3a BUPTYESIHUOT cepBep, ja oabupaTe MpexaTa (JlokasHa nau jaBHa), IP agpeca, v 3a Koja
rpyna Ha cepBepu Ke buae oarosopeH. Bo HawmoT npumMep Toa e Orion LB koj ro cosaagosme norope (Cauka 20).

.

Edit Virtual Server @ | ®
Name: Orion LB Virtual Server =
Description:
Applied on: [0rion LAN \ v ‘
|IP address: 192.168.0.10 &
Pool: lOrion LB ] = I Supports (HTTPS)
Services:
Enabled Name Port Persistence Method Cookie name Coockie mode
HTTP 80 None v
M HTPS (43 lsessonid ||
TCP None =
[¥] Enabled
[] Log network traffic for virtual server
O} I [ Cancel

Cnuka 20
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Bo [enoT cepBUCKM € OBO3MOXEH CaMO CEPBUCOT KOj e npeTxoaHo aedbuHmpaH Bo load balance rpynara.
MocTojaT HeKOJIKY TUMOBW Ha Persistence Method, kaj HTTPS ce None u Session ID.

Session ID e noTpebeH Npun KopucTere Ha SSL, co uen aa ce oCcTBapy cecuja nomMery KJIMEHTOT M CepBEpOT,
load balancer-oT ja naeHTUdULMpa cecnjaTa 1 3Hae Ha KOj YneH of rpynaTa ce npuctanysa. None e CnpoTMBHO 0of
Session ID T.e. HeMa persistence method.

Kaj HTTP nocTojaTt noBTopHO ABa TUna: None n Cookie. None meTooT Kako v Kaj HTTPS, Taka v kaj HTTP,
Hema persistence metoa. Joaeka metonoT Cookie ¢pyHKUMOHMPA Ha CIMYEH HauyMH Kako M Session ID, Kage e
noTpebHo AoNONHMTENHO BO AenoT Cookie mode na onbepete n pexum. NoctojaT Tpn TmnNa: Insert, Prefix unn App.

e Insert e MeTog Bo Koj camunoT load balancer ncnpaka persistence cookie npeky HTTP on cepeepoT A0
KJIMEHTOT. Ha TOj HaumMH ja oAp>KyBa cecujaTa co KJIMEHTCKMOT Npennctysay npu 6uio Kakeu 6aparba u
NPOMEHW 0J1 CTPaHa Ha KJIMEHTOT 04, UCTMOT Beb nNpenncrysau.

» Prefix e meTop BO K0j HaMecTo load balancer-oT, cepBepoT nUcnpaka cookie Ao knmeHToT. Load balancer-
OT ro MOHUTOpPMPA M ro MeHyBa cookie-To co Momoll Ha npedurKcn Kon rv goaasa cammot load balancer
3a ceKoj cepBep nocebHo, cekorall Kora Ke noMmnHe coobpakaj npeky Hero.

e App e MeToj BO KOj He ce ucnpaka, HUTy MoHuTopupa noctoedko cookie o ctpaHa Ha load balancer-or.
Bo oBoj cnyyaj, load balancer-oT ja MoHMTOpMpa BpeaHocTa Ha cookie header-oT Bo camuTe napameTpu
Ha URL nnHkoT.

McTo Taka BaxkHo e noneto v Enabled aa 6uae wrnknampaHo.

External IP Allocations

OTKako Ke 3aBpLUMTe CO KOHPUrypupare Ha noTpebHuTe cepeBnck Ha Edge Gateway ypenoT, AOKOJIKY
cakaTe Aa rv npernegare cute IP aapecu 1 cepB1CK, NOBTOPHO leCeH KJIMK Ha MeTo Ha Edge ypeaoT o4 riaBHUOT
npernep 3a Edge Gateways n ogbupate External IP Allocations (Ciuka 3). Bo npumepoT ce NpuKaXkaHu 3anmcnute
3a NAT u firewall kon ce KoHGUryprpaHu Bo 0BOj BUPTyesieH AaTa ueHTap (Cruka 21).

1P Allocations: OrionF\W

Network 1a IP Address
SiteA IaaS Public 01 95.180.140.8

SiteA laaS Public 01 95.180.140.8

Cnuka 21
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