HTMLS NMOPTAJ1 - YITIPABYBAHE
CO BE3BEAHOCT N MPEHA

MpupavHnK 3a KopucTere Ha HoBMoT HTML5 nopTan 3a neoCloud ycnyrata vDC, ynpaByBamse CO
NepMMeTapCKa 3aLUTMNTA, PYTUPAHLE U MPEXHM NapaMeTpu.
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3a neoCloud

neoCloud e 6peHp op noptdonmoto Ha npodecnoHanHn UKT ycnyrm Ha Heokom Bo copaboTka co
TeNeKOMYHNKALUMCKMOT onepaTop HeoTen.

neoCloud e npBaTa MakeaoHcka “cloud computing” nnatpopma 6asnpaHa Ha BUpTyenumsauuja oa VMware
CO KOMIMJIeTHa aBTOMaTM3aLmja n ynpaByBakbe o nponssoantennte VMware n HP.

Llenta Ha neoCloud e Aa 0BO3MOXM KOMMNIETHA YC/yra Bo AesioT Ha KT Ha cuTe noTeHUMjaIHU KJINEHTH,
6e3 pa3/iMka Ha HMBHATa rojieMmnHa M 6e3 MHBECTMLMCKN TPOLUOLUM HA MPUHLMMNOT Ha MECeYHO M3HajMyBakbe
pecypcu n ycnyrn. Co KOpUCTeHe Ha HalluTe YCayri, 0BO3MOXXYBaMe NMorosieMa arMaHOCT Ha KJIMEHTUTE N HUBEH
$OKyC BO NpMMapHaTa AejHOCT Ha HUBHMOT BU3HNC

neoCloud e 3aWwTUTEHa TProBcka Mapka BO CONcTBeHOCT Ha Heokom A Ll. Ckonje.
33 Heokom

Heokom AJl e nuaep Ha MakepoHCkKMoT WMKT nas3ap BO norsied Ha BUPTYENIM3AUUCKU PeLLEeHW]],
aBTOMaTM3aLuja U ynpaByBare Ha 6M3HUC NpouecnTe. Bo nornep Ha “cloud computing” TexHonorujata, Heokom
€ eAMHCTBEeHNOT cepTMdunLUMpaH npoBajaep cnopen VSPP nporpamara oA cTpaHa Ha VMware Ha TepuTopujaTta Ha
P. MakepoHuja. NMocBeTEHOCTa KOH BMCOKO TEXHOJIOWKM peLleHrja U CTPYYHATa eKCnepTv3a e NoTBpAEHa o4
CTpaHa Ha HP co HajBMcokaTa napTHepcka TuTyaa HP Platinum Partner.

3a Heoten

Heoten OO e TeneKoOMyHMKAaLMCKM OMnepaTtop OCHOBAaH BO 2004 rogvHa CO MakKefoOHCKWM KanwuTan
obe3zbeneH of cTpaHa Ha HeokoM. Ha masapoT Hyau WUMPOK CNeKTap Ha ycnyrn o obsiacta Ha LUMPOKOMNOjaceH
NHTepHeT npucTan, TenedoHNnja, U3SHAJMEHM JIMHNKN, XOCTUPaHE U KOIOKaLMja Ha onpema. 3ano4HyBa Co HyaeHe
Ha YCIyrn Ha BU3HUC-KOPUCHULN CO KanauuTeT He MOoroJieM of, HeKosakKy merabuTtu Bo cekyHaa (Mbps), aeHec
HEOTEJI e KOMMNaHWja Koja HyaAW yCayrm Ha BU3HNC 1 AOMaLLHM KOpUCHMUM Npeky WiIMAX 6e3)XnyHa TexHo10rumja
N CONCTBEHAa ONTUYKA MpeXa co rurabuteH (Gbps) kanauuTer.
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Org VDC Networks

YnpaByBaHe CO MOCTOEYKN MPEerHU

MNMokpaj AenoT 3a ynpaByBatbe CO BUPTyenHUTe MawwnHu (Applications), Bo HOBMOT nNopTan e 4OA3AEH M
JenoT 3a yrnpaByBake CO OPraHn3aunckaTa Mpexa n Edge gateway pytepot (Network). BegHalu no HajaBaTa Ha
HoBMOT nopTtan https://vdc.neocloud.mk/tenant/(ume Ha_ Bawata komrnaHuja)/, oTKako Ke ro opnbepete
BMPTYe/IeH AaTa-LeHTap, BO 3aBMCHOCT 3a KOja MpeXHa KoHdMrypaumja e noTpebHa NnpoMeHa ce no3numoHnpare

BO eflHa o noTkaTeropuute Ha Network (Cruka 1).

. ¥Cloud Director x

< C @ Secure | hups//vdeneocoud mk/tenantforion/vdes/92ccc0TT-2h37-4965-a84c-29ch 1924233

Virtual Data Center

Oricn Demo | Crien @ vdcneocloud.mk

i Applications v

Status Name T Y  Gatewayaddress - Routing Connected Ta IP Posl Consumed
vApps

) LAN 92168 0.1/2- R

virtual Machines e ! T e -

@ Network ~

Network

Edges

Security

Cnunka 1

3a noyeTok Bo Network Tabenarta ce NnpeTCcTaBeHW CMTE OPraHU3aLMCKN MPeXu, KOU ce Co3Aa[eHN BO
BalumoT BupTyesieH Aata ueHTap. Co oabuparbe Ha nocakyBaHaTa mMpexa, noj Tabesiata ce npuKaxkyBaaTt cute

KOHOUIrypaLuckn napamMmeTpm 3a ncraTa. JJonoJIHUTEIHO MOXe Aa ce n3bpuiie nnmv 1oA3/ie HOBA MPeXa Co MOMOLL
Ha Add un Delete.

Bo KoHdMrypaumnckmte napameTpu 3a ogbpaHaTa Mpexa, NOKPaj MMEeTO MU KPATKMOT OMNWUC, Ce YMTaaT u
oCTaHaTUTe BpegHocTuTe: Gateway, Subnet (Network Mask), jaBHnTe DNS cepBepm Kako u ctatndkumoT IP Pool of
KOj ce [oAe/yBaaT Noc/ief0BaATENIHN 3APECU 33 CMTE HOBM YJIEHOBM Ha MPEXaTa. Bo AOIHMOT Aen e NpuKaXkaHa
Tabena Ha cuTe foaeneHu IP agpecn Kow ce acoumMpaHn Co ogpeaeHa BUpTyesiHa MalumHa u VApp (Cruka 2).
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wm vCloud Director

3 C @ Secure | https//vde.neocloud.ml
u Virtual Data Center
-
«
Edit Org VDC Network
; Applications ~
Name *
vAppS
Description
Virtual Machines
© Network v
Network
Edges
Address and DNS
Security

Gateway address

Network mask

Primary DNS

Secondary DNS

DN suffix

Allocated IP addresses

1P Address

192.168.0.1

2.1

8.0.50

@

192168.0.51

OrionDemo | Orion @ vec.neocloud.

Orion Demo LAN

[0 share this network with other VDCs in this organization

192.168.0.1

255.255.255.0

95.180.141.194

95.180.141.195

Yes NSX Edge

No MS Win

osons
Cnuka 2

Co3pnaBare Ha HOBA MpeXa

mk

Interface type

Guest VLAN Allowed

Static IP Pool

Internal

No

12-1921681100)

192.168.0.50 - 192.168.0.100

Total IP ad

vApp

2016Test

Odoo Test

Jokonky e notpebHo fa ce godaae HOoBa Mpexa, co oabuparbe Ha onumjata Add ce npuka)xysa HOB
npernea, kage noTpebHo e 4a ce BHecaT NapaMeTpu 3a HoBaTa Mpexa (C/iuka 3).

wm vCloud Director

= C @ Secure | hitps;//vdcneocloud.mk/t
Virtual Data Center Dat:
< Orion Demo | Orion @ vdc.neocloud.mk
«
i Applications v
Status Name + v | Goteway address v Routing Connected To 1P Pool Consumed
VAPDS
Orion Demo LAN 192168.0.1/24 Routed Orion Demo [ | %
Virtual Machines "
© Network v
Network
Edges
Security
1 tem:
Edit Org VDC Network
Name Orion Demo LAN Interface type Internal
Description Guest VLAN Allowed No
Y
(7] share this network with other VDCs in this organization
Address and DNS
Gateway address 192.168.0.1 Static IP Pool
Netweork mask 255.255.255.0
192.168.0.50 - 192.168.0.100
Primary DNS 95.180.141.194
Secondary DNS 95.180.141195
DNS suffix
Total IP adresses in pook: 51
HEOKOM A[] Ckonje
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Mokpaj cTaHAapAHUTe NapaMeTpu NoTpebHo e fa ce oabepe 1 KakoB TUM Ke buae HoBaTa Mpexa, Aaiv Ke
GYHKLMOHNPA KAaKO M30/1MpaHa BHATpeLlHa Mpexa, 6e3 npuctan Ao Edge Gateway naun pyTMpaHa mpexa. Bo
NPMMEpPOT € NPMKAXaHo Co3/laBakbe Ha HOBa Mpexa oA TunoT Routed network connecting to an existing edge
gateway, a og TabenaTa e oabpaH eAMHCTBEHMOT nocTtoedykmoT Edge gateway 3a gemo opraHumsaumjaTa Orion.
BakHO e Ja ce HanoMeHe AeKka AOKOKY KOPUCHMKOT MMa rnoBeKe oA edHa npetnaaTa Ha vDC Bo neoCloud, oz
MeHnTo Bo nosieto Org VDC Tpeba aa ce oabepe cooABETHMOT BUPTYeNieH AaTa ueHTap. Bo npogonxeHue ce
BHeCyBaaT CTaHAapAHuTe napameTpu: Gateway, Network mask, DNS cepBepu 1 ctatnuku IP Pool, kage notpebHo
e [1a ce BHece paHr Ha IP agpecu (np. 10.100.10.10 — 10.100.10.100) 1 co npuTncHyBare Ha Add Bo TabenaTa Ke ce
Jojaane Toj 3anunc. 3a Kpaj noTpebHo e Aa ce NpUTUCHe Save 3a Aa ce 3a4yBa KoHdurypaumjata (Ciuka 4).

25 vCloud Director

€« C @ Secure | https//vdcneocloud.mk/tenant/orion,
u Virtual Data Center Datacenters
< Orion Demo | Orion @ vdc.neocloud.mk
« |oerevoc - Orion Demo .
Name Orion HTMLS
: Applications v
Description Demo Org vDC Network
VADpS
Virtual Machines y
) (i M (0 share this network with other VDCs in this organization
Network Type = solated thin this Virtual Data Center
Edges © Routed nef nnecting to an existing edge gateway
Security
Edge Gateway Name t v | #Exteral Networks ¥ | #0rgVDC Networks v | #Avallable Networks
orion Demo 1 1 B
1-10f 1items
[ Allow Guest VLAN
(O create as subintertace
Address and DNS
Gateway address 10100101 Static IP Pool
Enter an IP range (format: 192.168.1.2 - 192.168.1100)
Network mask 255.255.255.0 10.100.10.10-10.100.10.100 ADD
Primary DNS 95180141194
Secondary DNS 95180141195
HEOKOM A[] Ckonje
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Edge Gateways

Bo HoBaTa Bep3uja Ha vCloud Director ynpaByBarteTo CO cnTe PpyHKUMOHANHOCTM U cepBUCKM Ha Edge
Gateway ypegunTe e nckayuntesnHo npeky HTML5 nopTtanot. CuTe ypeau ce HagrpaAeHn Ha nocsiegHa Bep3suja, co
LUTO CMTe NpoMeHMn Kou Tpeba Aa 6buaaTt HanpaBeHW Ha Hekoj oA cepBucuTe npeky Flash nopTanoTt, Ke 6ugete
npeHaco4yeHn KoH HTML5 nopTanoT (Criuka 5). Bo oBaa Bep3uja Toa € eMHCTBEHNOT CErMEHT KOj € KOMMJIETHO
nspaboteH Bo HTMLS.

. vCloud Director x ¥ {5 VMware vCloud Director X

G @ Secure | https//vdcneocloud.mk/c! L0 ]

» Orion Company orion admin (Organization Adminisirator) | Preferences | Help - | Logout

(161 Home [ @ my Gloud [ [ atalogs | &R Administration |

Administration @ Orion Demo
' Cloud Resources
~ &y Virtual Datacenters
Recent items. -3 Al - [cX=)
Name 1 suts Nt oce £usedics Detied ot Prm—" PrS—— a st m

v Members @ orion Demo @ v 2 - 41 a1 Disabled
& sers Actions: Orion Demo

vApps  vApp Templates Media & Other  Storage Policies | Edge Gateways | Org VDC Networks  Afinity Rules

& oroups Edge Galeway Services.
& Lost & Foung Extenal IP Allocations
v Setings Re-Deploy.
& General Synchronize Syslog Server Setings
& Email Properties.
& Policies
@ Guest Personalization
@ Federation
& Metadata

I i1 [ ]

% 0Running @ 0 Failed ‘FeaCloud Virtual Data Center Powered by VIMWare

Cnuka 5

JOKOJIKY CTe HajaBeHn gupekTHO npeky HTML5 nopTanoT, og MeHuTo Bo Network ce ogbupa Tabot Edges
(Cnuka 6). Bo AONHWOT Aen ce NpuKaXkaHn nHdopmaumm noBp3aHn co oabpaHnoT Edge gateway oa TabenaTa, o
Kaje LITO MOXeTe Aa ja npoynTaTe 1 jaBHaTa IP agpeca 3a camumoT ypea.

HEOKOM A/ Ckonje
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25 vCloud Director

& C @ Secure | https//vdeneocloud.m

Virtual Data Center

i Applications v
Status Name
VAPDS
@ Orien Demo
Virtual Machines e
@ Network v
Network
Security

Edge Gateway Settings

General
Name

Description

P

Addresses
External Networks

SiteB 1aas Public O1

Sub-allocated IP Addresses
External Network

SiteB 1aas Public O1

1 v UsedNiCs

2

Orion Demo

Subnets

95180.141.0/25

Sub-allocated IP Pool

Orion Demo

IP Addresses

95.180.141.29

Orion @ vdcneocloud.mk

# External Networks v

1

Edge Gateway Configuration

High Availabiity

Default Gateway
External Networks

Default Gateway

#0rg VDC Networks v | HASstats

1 Disabled

Compact

No

SiteB las Public O1
95.180.141.126

Rate Limits
Enabled External Networks Incoming Rate Limit Outgoing Rate Limit
No SiteB 1aaS Public O1 10 10

Cnuka 6

Co opbuparbe Ha noctoedkmoT Edge gateway o Tabenarta v npuTucHyBare Ha Configure Services, ce
OTBapa HOB NMPO30peL, BO KOj Ce CMeCTeHM CUTe I0NOJIHUTE/THM CepBUCK KaKo WwTo ce: Firewall npasmna, DHCP,
NAT, Routing, Load Balancer, VPN, Certificates, Statistics 1 ap.

Firewall

MNpB cepsBuc kaj Edge gateway ce firewall npaBunaTa. Hag rnaBHaTa Tabena nocTojaT YeTUpU ONLUMK:

JoJlaBatbe Ha HOBO NpaBwfo, Gpullere Ha NOCTOEYKM MpaBwWia M MPOMeHa Ha nosuuuja (rope/mony). Mpu
JoJlaBatbe Ha HOBO npaBwio (C/luka 7), BefHAW ce NojaByBa HOB 3anuc Bo TabesaTa Kafe Cekoe nose e
MHTEPAKTUBHO M MOXe [1a CEé MeHyBa OKOJIKY Ce MO3MLMOHNPa KypCOpOT.

gl

[ — « XY - a8 %

Edge Gateway - Orion HTML5 Test X

Firewall ~DHCP  NAT  Reuting  Load Balanes VPN  Cenificates  Grouping Objects  Statistics  Eoge Settings

Firewall Rules

Enabled ()
=+ T« |
Show anly user-defined rules ()
No. Name Type Source Destination Service Action
1 Outbound Traffic Use Any Any Any Accep!
Cnhnka 7
HEOKOM A[] Ckonje
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MpaBaTa K0JI0Ha e peAHNOT 6poj Ha NpaBuIoTo Bo TabesnaTta. Co NMpUTMCHYBakb€e Ha caMmaTa 6pojka MoxeTe
13 ja MeHyBaTe cocToj6aTa Ha NPaBM/IOTO, OAHOCHO Aanu Ke 6uae Bo dyHkumja ¥ nnn He @ . Bo BTopaTa kosoHa
CO NMPUTUCHYBakb€ Ha MOJIETO 3a UMETO MOXe [1a Ce MPOMEHN MMETO Ha NpaBu/IoTo. Kora cTe No3numMoHnpaHn Hag

nonukaTa Source n Destination ce nojaByBaaT ABe HOBM onumuu, godaBarbe Ha IP " nan objext " * /' (Cauka 8).

Edge Gateway - Orion HTML5 Test
Firewall DHCP NAT Routing Load Balance! VPN Certificates Grouping Objects tatistics Edge Settings

Firewall Rules

Enabled

L+ =]

Show only user-defined rules @)

No. Name Source Destination Service Action

v Outbound Traffic Any Any Any Accept

Cnuka 8

Jokosnky ce ogbepe onuujaTa IP, notpebHo e aa ce BHece IP aapeca, oncer v onumjata any (Ciuka 9). Co
HOBaTa Bep3uja Ha MOPTa/IOT MOXe BO e€4HO NPaBWJIO Aa Ce BHeCyBaaT noeauHeyHun IP agpecy of BUPTYEsHN
MaLUMHWK 33 Kou e noTpebHo Aa Baxun oapeaeHo npasuio. OTKako Ke buae aoaageHa IP agpecarta, co NOBTOPHO
NPpUTUCHYBakbe Ha onumjaTa IP MoXe [a ce AoAaje AOMOHUTE NHA aapeca.

Source IP Address

Value: 101001010

ss, CIDR, IP range or the

Valid values can be IP add eyword any.

Cnunka 9

HEOKOM A/ Ckonje
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Bo rnaBHaTa Tabesia co NpUTUCHYBake Ha X ce OTCTpaHyBa 3anMcoT oA npasunoTto (Cruka 10).

wm vCloud Director

C @ Secure | hitps//vdcneocloud.mk/tenant/orion/netw:

+ El

Edge Gateway - Orion HTML5 Test

Firewall ~DHCP  NAT  Routing  loadBalancer VPN  Certificates  Grouping Objects  Statistics

Firewall Rules

£\ This rule set has unsaved changes. Save to start deploying

Enabled

[

Show only user-defined rules @)

«©

No. Name Source

v Outbound Traffic

10100.1010 © Any
101001025

Edge Settings

Destination

Cnunka 10

Service Action

Any Accept

OnuujaTa 3a goaaBarbe 06jektn ' * ) e HoBa 1 HyAM MHory noBeke onuun. Moxe aa ce oabupa nomery
nHTepdejc, BUpTyesiHa MalLMHa, OpraHn3aLmcka Mpexa, ceT Ha IP agpecn n 6e3begHocHM rpynu. 3a 6e36eaHOCHM
rpynu v ceT Ha agpecn e ondaTteHo BO AenoT 3a Grouping Objects noaony Bo NpupadYHnKoT. [lokonky ce oabupa
gateway nHTepoejc (Cruka 11), NOKpaj jaBHaTa agpeca Ha CaMMOT yped W OpraHv3aumckaTa Mpexa nocrojaT u

nosHaTtute onumu: Internal, External n ALL (Any).

Select objects

Browse objects of type:

GATEWAY INTERFACES »

Filter...

SiteB laaS Public 01

Ip Sets

Gateway Interfaces

Gateway Interfaces
VirtualMachines
OrgVdcNetworks

Security Groups

@ Orion HTMLS Test

>
LAN
@ Internal
@ External -
Current page:
DISCARD
Cnuka 11

HEOKOM A/ Ckonje
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Bo npuMepoT ro oabupame mHtepdejcot Internal n ro gogasame Bo JiMCTaTa Co MOMOLI Ha CTpesikaTa
(Cnuka 12). Ha 0BOj HaumnH cvTe BHATPELUHN MpeXu Ke AobunjaT npucTan KOH HaZBop, OAHOCHO KOH MHTEpHET.

Select objects

Browse objects of type:

Gateway Interfaces

GATEWAY INTERFACES »

Filter...

@ Orion HTMLS5 Test
LAN

+  Internal

@ External -

Current page:

® siteB laas Public01 Internal

Filter...

Cnunka 12

Bo KoJioHaTa Service og TabenaTa Ha NpaBuaa, ce aedrHMpPa NPOTOKOJIOT M NopTaTa 3a npasunoto. Co

npuTncHyBarbe Ha " */ Bo noneTo 3a cepBuc ce nojaBysa HOB NPo30p Kaze WTo e noTpebHo Aa ce ogbepe TMNOT

Ha NpoTOKO M NopTa 3a Source n Destination (Cruka 13).

Add Service

Protacol

Source Port

Destination Port

Leaving this field empty will make this rul@ apply 1o any port

Leaving this field empty will make this rule apply to any port

Cnunka 13

MocneaHaTa KosloHa, Actions, o4 TabenaTta Ha NpaBwWJ/1aTa ce 0AHeCyBa Ha akLwjaTa 3a firewall npasunoTo,
hanun coobpakajoT Ke ce 103B0J1yBa MK Ke ce 3abpaHyBa, oaHocHo Allow/Deny (Cauka 14).
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Action

Accept

Deny

Cnuka 14

OTKakKo Ke ce nocTtaeat cuTe firewall npaBnna Bo nocneaHMOT Yekop NoTpebHO e Aa ce 3a4yyBa HOBaTa
KoHdurypaumja Ha Edge gateway pyTepoT. MICTOTO ce mpaBu CO MpUTUCHYBake Ha Save Changes Bo XoJiTaTa
CTaTyCHa JIeHTa, KOja e No3MLMOoHNpaHa Bo ropHuoT aen (Ciauka 15).

wm vCloud Director A wm - X

8

& C @ Secure | hitps//vdcneocloud.mk/tenant/orion/network/edge-gateways/2bed

Edge Gateway - Orion HTML5 Test

Fitewall  DHCP  NAT  Routing  LloadBalancer VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Firewall Rules

) This rule set has unsaved changes. Ssve to start deploying Discard changes

Enabled O
=

Show only user-defined rules ()

Name Type Source Destination Service Action

firewall Internal High vse Any Accept

default rule for ingress traffic Default Policy ~ Any Any Accept

Cnuka 15
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DHCP

OnuwujaTa 3a AMHaMMYKO AodenyBarbe Ha IP agpecu e noBTOopHO Aen og Edge gateway ypenot. Ha camuoTt
no4vyeToK NoTpebHO e A3 ce 0BO3MOXMN cepBUCOT Bo nosieto DHCP Service Status (Cnuka 16). Bo npsuoTt aen (Pools),
ce NocCTaByBaaT NapameTpyu 33 aipeCcHUOT NpOCTop 3a Koj e noTpebeH DHCP, Kako 1 NponpaTHMTe napameTpu
noTpebHu 3a KOHbUrypaumja Ha nctnoT (Domain, DNS, Gateway, Mask n Lease)

Edge Gateway - Orion HTML5 Test

DHCP

Pools  Bindings

DHCP Pools

I DHCP Service Status

*

IP Range Primary Name Server Auto Configure DNS Default Gateway Lease Time (Seconds)

Cnnka 16

Kako AonosHMTeNIHM cepBUCM BO HoBaTa Bep3uja ce Bindings m Relay. Bo genot 3a Bindings ce
nocTaByBaaT pe3epBauunn Ha IP agpecn og DHCP 3a ogpeaeHa BUpTyesiHa MawnHa, ogHocHo MAC agpecu. Jenot
3a Relay cnyxu 3a npeHacouyBarse KoH apyr DHCP cepsep.
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NAT

Ycnyrata NAT ¢yHKUMOHMPA CO MCTa slorMKa Kako M Kaj Flash noptanoT. Ce ogbupa nomery aBaTa
cTaHgapaHv Tunosu SNAT (Source NAT) n DNAT (Destination NAT) 1 ce nocTaByBaaT BpeAHOCTM 3a NOCaKyBaHUTE
TpaHcnauncku npasuna (Cauka 17).

wn_ uCloud Director x Y {55 VMware vCloud Director X

C @ Secure | https//vdc.neocloud.mk/tenant/orion/network/edg

Edge Gateway - Orion HTML5 Test X

Firewa DHCP  NAT  Routng  Load Balancer ~ VPN  Certificates  Grouping Objects  Statistics  Edge Settings

NAT Rules

D ' Type ' Action Applied on Original Translated Protocol Enabled Logging Description
IP Address Port. IP Address Port.

No NAT rules define

Bo NpupayYHMKOT JageH e npumep 33 co3paBarbe SNAT 3a nponyliTakbe Ha LenoT coobpakaj KoH
WMHTEpHEeT 3a 1oKaJsiHaTa Mpexa 1 DNAT 3a FTP coobpakaj KoH efieH of, cepepuTe (Criuka 18).

Add SNAT Rule Add DNAT Rule

Applied On:

Original Source IP/Range *

Translated Source IP/Range *

Description

Enabled

Enable logging

SiteB laaS Public 01

1010010.0/24

9518014142

COutbound NATI

v

DISCARD KEEP

Applied On:

Original IP/Range *

Protocol

Original Port

ICMP Type

Translated IP/Range *

Translated Port

Description

SiteB laaS Public 01

95180141.42

TCP

101001010

FTP for server

o

Cnnka 18

HEOKOM A/ Ckonje
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Kako v gocera noTpebHo e Aa ce 3a4yBa NpomeHaTa Bo raBHWOT npeanor (Criuka 19).

v vCloud Director x ¥ &5 VMware vCloud Director

C @ Seaure | https//vdc.neocloud.mk/tenant/orion/network/edge-gateways/2 be!

Edge Gateway - Orion HTML5 Test X
Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings
NAT Rules

£\ You have unsaved changes.

[owreue | [Fowrene ] [ = ][ = ) [ *

Show only user-defined rules ()

D Type Action Applied on Original Translated Protocol Enabled  Logging Description
IP Address Port 1P Address Port

User-defined SNAT SiteB laaS Public 01 10.10010.0/24 95.180.141.42 v x Qutbound NAT

- User-defined DNAT SiteB laaS Public 01 95180.141.42 21 101001010 pil tcp v x FTP for server
Cnunka 19

Routing

Kako v BO npeTxoHaTa Bep3uja NOCTOM MOXHOCT 33 pyTMpare Ha coobpaKajoT, AoKOKY e noTpebHo. Bo
HOBaTa Bep3Knja NoKpaj CTaTMYKOTO PyTUPakbe, MOCTON MOXHOCT 33 ANHAMUYKO pyTMpPakbe Co nomoll Ha OSPF u
BGP npoTtokonute (Cruka 20).

wm vCloud Director A wm

¢ € @ Secure | https//vdcneodloud.mk/tenant/orion/network/edge-gateways/2be

Edge Gateway - Orion HTML5 Test
Firewall DHCP  NAT  Routing  LoadBalancer ~ VPN  Certificates  Grouping Objects  Statistics  Edge Settings

Routing Configuration  Static Routes

Routing Configuration

ECMP »

STATIC ROUTING DEFAULT GATEWAY
Applied On SiteB laa$ Public 01

Gateway IP 95180141126

MTU

Description

DYNAMIC ROUTING CONFIGURATION

Router ID

Enable Logging Disabled (Y

Log Level

Aape @ Disabled

Cnunka 20
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Load Balancer

Load Balancer e chegHWOT cepBu1C KOj e BKy4YeH Bo Edge Gateway ypenoT. Bo noyeTHNOT aen notpebHo
€ [a ce 0BO3MOXM KOPUCTEHE Ha CepBUCOT. BTOPMOT YeKOp e HaMeHeT 3a NOCTaByBakbe Ha amnjnKauuckuTe
npodunn, o4HOCHO HAYMHOT Ha KOj Ke ce oAp>KyBarbe Cecmja BO 3aBMCHOCT o TMMOT Ha npotokoa (TCP, HTTP,
HTTPS n UDP) MeToA0T BO 3aBMCHOCT 0/, NpoTokoJioT (Source IP, MSRDP n Cookie). lononHMTeIHO MOXe aa ce
KopwucTaT 1 cepTudnkaTn Kom ce noctaBeHn Bo Certificates. lenoT 3a Service Monitoring ce noctaBeHW TpM 3anncK

3a cnegerbe Ha TCP, HTTP n HTTPS (Cruka 21).

wm vCloud Director

B

<« C @ Secure | https//vdc.neocloud.mk/tenar

Edge Gateway - Orion HTML5 Test

Firewall ~DHCP  NAT  Routing  loadBalancer ~ VPN  Ceriificates  Grouping Objects  Statistics

Global Configuration  Application Profiles  Service Monitoring  Poolss  Application Rules

Service Monitoring

L+ e J[ =]

Monitor ID

_ cefault sep menter L)

monitor-2 default_http_monitor http

Name

monitor-3 default_https_monitor

Service Monitoring Details for "default_tep_monitor”

Name default_tcp_monito
Interval

Timeout

Max Retries

Recalva

Edge Settings

Interval Timeout Max Retries

5 15 3

5 15 3

Type =
Expacted

uRL

Send

Method

Extension

Cnunka 21

YeTBpMOT Yekop e aenot 3a Pools nnn gedunHmpame Ha cepBepu Kon Ke 6uaat gen on Load Balance
rpynara. MNokpaj cTaHaapAHUTe napaMeTpy Npu goAaBarbe Ha HoB Pool noTpebHo e ga ce oabepe anropmutamor

CO KOj Ke ce u3BpluyBa 6anaHcnparbeTo (Cruka 22).

Bo nenot 33 oabuparse Ha MeTo NocTojaT wecT usbopa: Round Robin, IP Hash, Least Connected, URI, HTTP
Headerw URL.

e Round Robin npeTcraByBa afropMtam Kaje nNpeHacovyyBarbeTo Ha coobpaKajoT ce oaslyyyBa No Nat Ha
ofbvpare Ha cnefHaTa AeCTUHaLMja o4 IMCTaTa Ha YJIEHOBW.

e |P Hash e Tmn Ha anropuTtaMm, BO KOj Ce M3BpLUYBa MAaTEMATUYKO NPEeCMETYBake Ha CeKoj naket og IP
a[lpecaTa Ha M3BOPOT M Ha TOj HA4YMH Ce 04J/1y4yBa KOj O ABaTa y4eCHMKA Ke b1ae NCKOPUCTEH.

e Least Connected anropMTamoT NoceayBa eBMAEHLNjA HA aKTUBHWN KOHEKLMW 33 CEKOj Of YEHOBUTE U
MNCNPaKa HOBA KOHEKLMja A0 CepBepoT CO HajMasl 6poj Ha aKTUBHU KOHEKLWMW.

e URI (Uniform Resource Identifier) e HM3a 04 KapaKTepu KOM Ce KOPUCTAT 3a A3 ce AeHTUPUKYBa MMETO
Ha pecypcoT. BakBMOT TN Ha naeHTMdmMKaumja 0BO3MOXYBa MHTEpPaKLMja NPeKky MpeXa KOpUCTejKu
cneumdmryHn npoTokosin. OBOj TMM Ha aNropMTaMm e focTtaneH camo kaj HTTP cepsucoT.

e HTTP Header npeTcTaByBa TWM Ha a/JIrOpMUTaM Kaje LTo BO cekoe baparbe (HTTP request) notpebHo e
fa buae coapxaHa nHpopMaumjaTa Koja e npeaedmrHmpana Bo Algorithm Parameters.

e URL e npoBepka Ha cneundmryeH aprymeHT Bo cekoj query string Ha HTTP GET 6aparbe ncnpateH go Load
Balancer.
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Add Pool X
~

Name * LB Pool

Description Test

Algorithm 'ROUND_ROBIN |

ROUND_ROBIN
Algorithm Parameters P HASH
LEASTCONN
URI
HTTPHEADER

Menitors fips_monitor ~

Transparent o

Members

En.. Name IP Address We... Mo.. Port Min Conn.. Max Conn...

W

DISCARD KEEP

Cnunka 22

Bo Tabenata 3a Members noTpebHo e Aa ce AoAaAaT HajMasKy ABA YjeHa KoM Ke ja couymHysaaTt Load
Balance rpynaTta, kage wrto gedunHmpame IP agpeca, TeXMHCKA BpeAHOCT M NOPTaTa Ha Koja Ke ce MOHUTOpMpaA

(Cnuka 23).
Add Member X
Enabled D
Name * Server
IP Address * 101001010
Port 443
Meonitor Port 443
Weight * 1
Max Connections
Min Connections
Cnnka 23
HEOKOM A/ Ckonje
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Bo Application Rules, moxaT fa ce nmocTaByBaaT CKPMNTW KaKo an/iMKaumcky npasmna. Bo nociegHnor
yekop, Virtual Server, ce aedpunHNpa BUPTYESTHMOT cepBep Koj Ke buae 3310 1KeH 3a Taa rpyna, Kako 1 npuMeHa Ha
anaunkKauuckuTe npasuna (o aenoT Advanced) kou ce noctaBseHn (Cruka 23).

Add Virtual Server

General Advanced

Enable Virtual Server (D

Enable Acceleration C’

Application Profile

Name Test VirSer LB

Description Test

IP Address * 9518014142 [(seect |
Protocol * HTTPS

Port * 443

Default Pool

Connection Limit
Connection Rate Limit (CPS)

w

DISCARD KEEP

Cnuka 24

Jokonky Bu e notpebHa TexHMYKa NOMOLL OKOJy MOCTaByBake Ha cepBucoT Load Balancer, TMMOT Ha
neoCloud Bu cToun Ha pacnosaramse.

VPN

3a Kopuctere Ha ycnyrata VPN HajHanpen Tpeba aa 6vuae oBo3MoXu Bo NpBMOT Yekop (Activation Status).
Jokonky ce kopuctu ycayrata VPN v Bo opraHm3aumjaTta nma IPSec TyHenn, oBoj Yekop He e noTpebeH (Criuka 25).

x ¥ & VMware vCloud Director

C @ Secure | hitps//vdc.neocloud.mk/tenant/ori

Edge Gateway - Orion HTML5 Test X

Firewall DHCP  NAT  Routing  Load Balance VPN Certificates  Grouping Objects

Edge Settings

IPsec VPN

IPsec VPN Configuration

£\ You have unsaved changes. Save changes  Discard changes

Activation Status & Global Configuration Logging Settings IPsec VPN Sites
IPsec VPN Service Status (D
Cnunka 25
HEOKOM A/ Ckonje
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Bo cnegHumot yekop, Global Configuration (Cuka 26), ce noctasyBa rsiobaneH pre-shared kny4 Koj Moxe
[1a ce KOpUCTH Npu co3aaBatrbe Ha IPsec VPN Kaje WTo napTHepcKaTa CTpaHa He noceayBa $duKCHa jaBHa IP agpeca
(npu co3aaBarbe Ha TakoB VPN Bo nosieTo 3a Peer ce BHecyBa BpeAgHOCTa Any, HamecTo IP agpeca). JlonoJHUTeHO
MOXe A3 Ce MOCTaBM U cepTUOUKAT, AOKOJIKY Ce€ KOPMCTAT 3a aBTEHTUKALMja NPY BOCNOCTaBYBakbe Ha TyHes. 3a
KopucTere Ha cepTudunKaTh NpeTxoaHo e noTtpebHa KoHdurypaumja Ha cepsucoT Certificates, Koj e onuwaH
noAoJly BO NPMPAYHUKOT.

wm vCloud Director x ¥ {5 VMware vCloud Director %

<« C @ Secure | https//vde.neocloud.mk/tenant/orion/netw

Edge Gateway - Orion HTML5 Test PN

Firewall DHCP  NAT  Routing  LloadBalancer ~ VPN  Certificates  Grouping Objects  Statistics  Edge Settings

IPsec VPN

IPsec VPN Configuration
A You

saved changes. Save changes  Discar

Activation Status #  Global Configuration  Legging Settings  IPsec VPN Sites

Change Shared Key ©

Pre-Shared Key

The global pre-shared key (PSK) is shared by all the sites whose peer endpoint is set to ‘any’ If a global PSK is already set, changing the PSK to an empty value and saving it has no effect on the existing setting
2displayPsk @

Enable Certificate Authentication ©

Certificate authentication will only be enabled if a service certificate is set

Service Certificates  CA Certificates  CRLs

Name Common Name (CN) Issuer Common Name Valid From Not After

Cnwnka 26

Logging Settings e enoT BO KOj MOXKEe [a Ce YMTaaT JIOFOBM Of, Pa3/InyHM KaTeropum nosp3aHu co VPN
TYHeNnTe, AOKOJIKY ce rnocTaBeHW napameTpu 3a syslog cepsep. Bo nocneaHunot yekop, IPSec VPN Sites, ce
nocraByBaaT KoHduUrypaunute 3a IPsec VPN. Ha nkoHaTa + ce 3ano4HyBa KoHdurypaumjaTta. Kako 1 npeTxogHo
noTpebHO e fJa ce BHECaT MapaMeTpu 33 JIOKAZIHWOT Aesl, NapaMeTpu 33 NapTHEPCKaTa CTPaHa Co Koja Ke ce
noBp3yBaMe, TUNOT HA EHKPUMLIMCKM aNropmuTam, TUMOT Ha aBTeHTUKauuja PSK nnu co ceptudurkatu, knyd u Diffie-
Hellman Group (Cruka 27). JonoAHUTENHO MMa OMnuMja 1 33 NPOJI0JIXKYBaH€e Ha OMCeror.

HEOKOM A[] Ckonje

Appeca: byn. Kyamax Jocudoscku Muty 6p.15, 1000 Ckonje, Penybanka MakegoHuja

Ten: +389 25511222 | dakc: + 3892 5511299

Web: neocloud.mk | e-mail: support@neocloud.mk HTML5 MOPTAJ1 - YMNPABYBAHE CO BE3BEAHOCT M MPEXA | 18



http://neocloud.mk/
mailto:support@neocloud.mk

‘neoCloud

YOUR CLOUD

Add IPsec VPN

Enabled ()

[EPH:S:_;IE perfect forward secrecy ()

Name Test VPN

Local Id * 95180141.42

Local Endpoint 95180141.42

Local Subnets * 1010010.0/24

Subnets should be entered in CIDR format with comma as separator.
Peerld * 95180140100

Peer Endpoint * 95180140100

Endpoint should be & valid IP, FQDN or any.
Peer Subnets © 192168.2.0/24

Cuibmate chmold he antarad in CIND farmat with cames se camnarstar

DISCARD

Cnuka 27

HoBuTeT BO 0Baa Bep3unja € MeHyBareTo Ha noctoeuykn VPN KoHbUrypaLumm 4OKOJIKY NOCTOM MPOMEHA BO

HeKOj o4 napameTpuTe.

Certificates

Kako efHa o4 AOMOJIHMTE/IHMTE OMUMM BO HOBAaTa Bep3Mja € CEeKAKo M MOXHOCTA 3a KOpUCTeHe Ha
cepTudurkaTu, 3a cepsucute Load Balancer nnm VPN. MNoTpebHo e aa ce noaanaT notpebHnTe napaMeTpu 1 aa ce
npuKayaT NocToeukn ceptndunkaTn Mam nak aa ce reHepmpa CSR (Cruka 28). okonky uMma notTpeba oa Kopuctere
Ha cepTnudmMKaTV BO BUPTYeneH AaTa LeHTap, TMMoT Ha neoCloud Bu cTor Ha pacnosiarame 3a TeXHNMYKa MNOMOLL.

wn vCloud Director A WA

B

= C @ Secure | https//vdc.neocloud.mk/tenant/orion/network/edg

Edge Gateway - Orion HTML5 Test

Firewall DHCP  NAT  Routing  LloadBalancer ~ VPN  Certificates  Grouping Objects  Statistics ~ Edge Settings

SSL Certificates

[(# service cermiricate | [(#cacenmiricare | [ #cee | [ #cse |

Name Type Common Name Validity

Cnunka 28
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Grouping Objects

Grouping Objects e HOBUTET NMpeKky KOj ro noeAHOCTaByBa MPOLLECOT Ha co3AaBakbe Ha 6e36egHOCHM
npasuna. Grouping Objects ce o6jekTn ko ce geduHmpaart (IP Sets u MAC Sets) nnm ce npeTxogHo AeduHMUpPaHN
(Services 1 Service Groups) 1 NnoHaTamMy MoXe Aa ce ynoTpebyBaaT npu goaasakbe Ha firewall npasuna (Cruka 29).
Bo IP Sets n MAC Sets noTpe6bHo e aa ce goaaaaT ob6jekTuTe Co COOABETHUTE NoeAUHEYHN aipecy UK oncer Ha
aapecu. Bo genot Services noctojaT rosiem 6poj Ha NpeTxoAHO AedUHNPaHM 06jeKTH 33 pa3HKN TUMOBKM Ha CepBUCH
KOW ce naeHTUdMKYBaaT Nno MPOTOKO M NOPTa, AofdeKa Bo Service Groups ce objekTuTe Kow rm rpynupaart
cepBUCKUTe 3a a MAeHTNUdKNKYBAAT LesiocHa anamkauuja (np. Exchange, Oracle, SAP, Active Directory UTH.)

wm vCloud Director - - X

=

<« C @ Secure | https//vdcneocloud.mk/tenant/orion/network/edge-ga

Edge Gateway - Orion HTML5 Test X

Firewall DHCP ~ NAT  Routing  LloadBalancer VPN  Certificates  Grouping Objects  Statistics  Edge Settings

IPSets  MACSets  Services  Service Groups

Application Groups

Name Deseription Scope Inheritance

MS Exchange 2010 Client Access Servers MS Unified Messaging server, IMAR, POP3, KERBEROS, DNS, IMAP_SSL, HTTP, HTTPS, LDAP Global Catalog, Orion Demo (92ccc077-2b37-965-a84c-29cb819e4a33) v
MS_RPC_TCP, KERBEROS-UDP, LDAP, POP3_SSL, DNS-UDP, LDAP-UDP

MS Exchange 2010 Mailbox Servers MS Customizable, KERBEROS, DNS, LDAP Global Catalog, MS-DS-TCP, MS_RPC_TCP, MS Replication service, KERBEROS- Orion Demo (92ccc077-2b37-1965-a84c-29cb819e4a33) v
UDP, LDAP, Office communication server, DNS-UDP, LDAP-UDP.

MS Exchange 2010 Transport Servers EdgeSync service, KERBEROS, DNS, HTTPS, LDAR Global Catalog, MS_RPC_TCP, KERBEROS-UDP, LDAR, DNS-UDF, Orion Demo (92ccc077-2b37-965-a84c-29cb819e4a33) v
SMTP_TLS, SMTP, LDAP-UDP

MS Exchange 2010 Unified Messaging Server KERBEROS, DNS, MS Unified Messaging server - Client Access, HTTR, HTTPS, LDAP Global Catalog, MS_RPC_TCP, Orion Demo (92ccc077-2b37-965-a84c-29cb819e4a33) v
KERBEROS-UDP, LDAP, DNS-UDP, SMTP, MS Unified Messaging server-Phone, LDAP-UDP

Microsoft Active Directory Active Directory Server UDP, Windows-Global-Catalog, NBDG-Broadcast, KERBEROS, SOAP, MS-DS-UDP, NTP Time Orion Demo (92ccc077-2b37-965-a84c-29cb819e4a33) v
Server, DNS, Windows-Global-Catalog-over-SSL, DHCP-Server, NBDG-Unicast, NBNS-Unicast, MS-DS-TCP, MS_RPC_TCP,
WINS, KERBEROS-UDP, LDAP-over-SSL, WINS-UDP, LDAP, NBNS-Broadcast, DNS-UDP, Active Directory Server, SMTP,
LDAP-UDP, NBSS

Microsoft Exchange 2003 NNTP_SSL, Site Replication service, Routing Engine service, IMAP, POP3, For X.400 connections over TCP, IMAP_SSL, Orion Demo (92ccc077-2b37-965-a84c-29cb819e4a33) v
HTTP, Exchange ActiveSync, HTTPS, MS_RPC_TCP, LDAP, POP3_SSL, NNTP, SMTP

Cnuka 29
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Statistics

YiiTe ejeH HOBMTET NOKPaj NPeTXoA4HO COMeHaTHTe BO 0Baa Bep3uja Ha MOPTasoT, NOKPaj METPMKNTE 3a
CeKO0ja BpUTYye/IHa MALUNHA, A0A3[EeHa € U CTaTUCTUKA 3a 6pojoT Ha KoHeKunm Ha firewall (Cruka 30). Jokonky ce
kopuctn Load Balancer, Bo rpaduKoT Ke ce nojaBu 1 CTaTUCTUKA 3@ OBOj CEPBUC.

Edge Gateway - Orion HTML5 Test

Firewa C NAT  Routing  Load Balancer VPN Grouping Objects  Statistics  Edge Settings

Connections  IPsec VPN

Concurrent connections

firewall

135400 135900  14:0400  14:09:00 141400  1419:00 142400 142000  14:3400 143900  14:44.00
Time

Cnuka 30

Security

Security AenoT rM coapXun HanpeaHuTe YHKUMOHANHOCTM oA npoaykToT NSX, ogHocHo Distributed
Firewall, kage e MoXHa MUKpO-cerMeHTaLmja Ha CoobpaKajoT BO BUPTYe/IHMOT [aTa LieHTap.

KoHLEenToT Ha MUKpPO-CerMeHTalLnja e BoBeAeH BO MoaepHUTe 6e3beiHOCHM Npenopakun, 1 0BO3MOXXYBa
nednHnparbe Ha 6e36eaHOCHM MpaBWa Ha HMBO Ha BUPTYE/NIHA MALUMHA, Ma Taka BUPTYeSHUTE MaALUMHU
MerycebHo Ke KOMyHMLUMPaaT (MM HeMa A3 KOMYHULIMPAAT) COrIacHO AedbUHUPAHNTE NpaBuia, Mako ce BO UCTa
Mpexa. lNpaBniata 0BO3MOXYBaaT aBTOMaTM3aUMja Ha MpouecuTe Mpeky ANMHAMWMYKK aeduHUuMKM — cnopej
NMUWHbA Ha BUPTYEJTHM MaLLIMHW, AoAaBakbe Ha 6e36e4HOCHN TaroBM 1 TUM Ha onepaTUBEH cucTeM. Taka, Ha npumMep
npv Kpenparbe Ha Windows Server BupTyesiHa MallMHa aBTOMATCKM Ke Ce 0BO3MOXaT npasu/aTa 3a Remote
Desktop v Ping.

OBaa onuuja e gocTtanHa Ha baparbe Ha KOPUCHKK, 3a KOja ce NpeABuaeHN NOCeBHM LeHM N KOHDUTYpaLmK.
JOKOKY CTe 3anHTepecMpaHmn, KOHTAKTUPAjTe Hé Ha support@neocloud.mk 3a noBeke nHdpopmaumu.

HEOKOM A[] Ckonje
Appeca: byn. Kyamax Jocudoscku Muty 6p.15, 1000 Ckonje, Penybanka MakegoHuja
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